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Introduction




Introduction

® What this talk is about
® identifying Tor web traffic
® fingerprinting users
® attacking at the application layers

® There is a heavy emphasis on the client-
side, web browsers attacks and JavaScript

Friday, July 31, 2009



Introduction

® VWhat this talk is NOT about

® passive monitoring at exit nodes
® network attacks against path selection

® using application functionality to increase
the likelihood of network attacks

® breaking SSL
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Introduction

® Software tested

® [he Tor Browser Bundle

® Vidalia Bundle for Windows

® Vidalia Bundle for Mac OS X

® Firefox 2, Firefox 3.0 and Firefox 3.5
® Torbutton

® miscellaneous add-ons
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Does your browser...




... look like this?

) Wikileaks - Wikileaks - Mozilla Firefox
File Edit V“iew History Bookmarks Tools Help

@ b c v {8} ' Y http:/fwikileaks.orgf -:l:‘;‘:!s, & , arabieter /
Google | xenobite torstat v | *§ search ~ | - PA” Sa” @* PSS & - @ s

¥ wikileaks - Wikileaks el | BEP Coders’ Rights Project Yulnerability Rep... ﬁ https:J/torstat,. xenobite.euf ,
2 Login / create account

article discuss viewy source history
Keep us a strong and independent voice for global justice: contribute today!

- Africa - Asia - Europe - Islands - Latin America - Middle East - North America - Oceania -
Now also as RSS and on Twitier

... could become as inportant a journalistic tool
as the Freedom of Information Act.

— Time Magazine

Main Page
Main Page (secure)
Country index

About

Al mdnal dafrrara of resismanr arad smsare oA oamar A s o 1am

v
@ Scripts Currently Forbidden | <SCRIPT>: 5| <OBJECT>: 0 Options... @

Done @ Tor Enabled
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Background




Background

® PBrief overview of Tor

® free software developed by The Tor Project

® volunteer effort on the Internet and anyone
can run a Tor server

® uses onion routing and encryption to provide
network anonymity

® can be used to circumvent local ISP
surveillance and network blocking

® can also be used to hide originating IP address
from remote servers
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Background

® Application stack for Tor web surfing
® web browser (most likely Firefox)
® |ocal HTTP proxy (Privoxy or Polipo)
® TJor client as SOCKS proxy
® Jor exit hode proxies request

® remote web server
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Tor Application Stack
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Background

® Adversary model when using Tor
® remote server
® exit nodes
® remote server’s ISP

® eXxit node’s ISP
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Background

® Exit nodes as attack points

® can inject arbitrary content into non-
encrypted responses

® but can also modify or replace non-
encrypted requests

® TJor users make attractive targets because
they are self-selecting
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Background

® DNS requests over Tor

® DNS queries are resolved by remote Tor
node

® resolution can be slow, so queries are cached
locally for a minimum of 60 seconds
regardless of TTL

® makes traditional DNS rebinding attacks
difficult

® but not impossible in practice by using
‘document.domain’ bypass
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Background

® Applications and Tor

® only applications that are proxy aware
can use Tor properly

® network clients that don’t know about
Tor may leak the user’s original IP address

® user’s IP address may also leak for
applications that don’t use proxy for
name lookups
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aicere ) TOr Application Attack Points

Exit

DD Node

Tor Client
SOCKS Proxy
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ldentifying




|dentifying

® Remote sites can easily detect Tor users’
web traffic as a group

® the list of Tor exit nodes is well known

® for example, TorBulkExitList can be used
to retrieve a list of all exit nodes

® there are some alternative methods

Friday, July 31, 2009



|dentifying

® Examine IP based on cached-descriptors
® run a lor client and track IP addresses
® simple, passive

® may be limited, not all exit IP addresses
are published
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|dentifying

® TorDNSEL

® DNS based look-up of exit node/port
combination

® uses active testing of exit nodes to
determine actual exit IP addresses

® used by https://check.torproject.org/
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|dentifying

® Request Tor specific HTML content

® HTML request via: iframe, image, link,
JavaScript, etc.

® use hidden service (.onion)

® use exit node syntax (.exit)
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|dentifying

® Problems with requesting Tor specific
content

® depends on resources outside of your
control

® there is an associated infrastructure cost
® slow, may not always work

® other options!
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|dentifying

® Use .noconnect syntax

® internal Tor host name suffix that
immediately closes connection

® compare timing of resolving
“example.example” and
“example.noconnect”

® can be performed entirely in client-side
script
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Fingerprinting

® Browser fingerprinting using active testing
® Firefox and Torbutton

® recommended by The Tor Project along
with Torbutton

® Jorbutton hides user agent through
setting modifications

® TJorbutton also disables plugins by default

® Other browsers not tested
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Fingerprinting

® Anonymity set reductions through Firefox
® Firefox browser behavior changes

® examine functionality differences between
versions and platforms

® test existence of Components.interfaces values:
® nslAccessibleWin320bject, nsIVWindowsRegKey

® nslMacShellService, nslLocalFileMac

® nslScriptSecurityManager | 9 0 BRANCH

® can “‘unmask’ real user-agent information
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Detecting platform and version:

Fingerprint Firefox

reported useragent: Mozilla/5.0 (Windows; U; Windows NT 5.1; en-US;

rv:1.8.1.16)
Gecko/20080702 Firefox/2.0.0.16

el eon
likely platform: Mac 0S X

likely revision: Firefox/3.0.x
possible versions: Firefox/3.0.10, Firefox/3.0.9

Mac 0S X
Firefox/31.0.x
Firefox/3.0.10, Firefox/3.0.9

Firefox versiaon 4.0.10

©1998-2009 Contributors. All Rights Reserved.
Firefox and the Firefox logos are trademarks of
the Mozilla Foundation. All rights reserved.

Copvright (c) 2009, Gregory Fleischer (gfleischer@ gmail com)

Mozilla/5.0 (Windows; U; Windows NT 5.1
en-US; rv:1.8.1.16) CGecko/20080702
Firefox/2.0.0.1§

Mozilla/5.0 (Windows ; U, Windows NT 5.1
en-US; rv:1.8.1.16) Cecko /20080702
Firefox/2.0.0.1¢

pseudo-flaw.net
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Fingerprinting

® | ook for installed/enabled Firefox add-ons

® add-on content may remotely loadable if
“contentaccessible=yes”

® add-on may contain XPCOM

components which are enumerable via
Components.interfacesBylD

® GTBIBookmarkHelper - Google Toolbar

® smiBrowserWindow - GreaseMonkey
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Fingerprinting

® Scan for custom protocol handlers
® smb;, sftp: - Ghome Support package
® relative: - FoxyProxy
® spoofx: - RefSpoof
® ubiquity: - Ubiquity

® jar:protocol can suppress modal alerts:

(@ Alert =

Firefox doesn't know how to open this address, because the protocol (scp) isn't associated
with any program.
l g oK J
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Fingerprinting

® (Generate and examine browser errors

® some exception messages are localized
and could be used to determine language

® internal exceptions may leak system
information

® example, get local browser install location:

® (new BrowserFeedWVriter()).close()
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Browser error reveals local username:

) BrowserFeedWriter Error - Mozilla Firefox
File Edit Yiew History Bookmarks Tools Help

@ v c ‘gl l lj http:/fpseudo-flaw.net/tor ftorbutton/browserfeedwriter-error . html

2] Most Visited @ Learn more about Tor m TorCheck at Xenobite.... @ The Tor Blog

BrowserFeed Writer Error

Internal errors thrown from Firefox may e'{pose the mstallation
location. It the mstallation 1s beneath the user's dwectory, it may
leal thewr user name.

Date: Mon Jul 27 2009 03: 49-
Found: I'ocati:on:s:

v

>
Tor Enabled
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Fingerprinting

® Enumerate Windows COM objects
® Firefox exposes GeckoActive XObject
® can be used to load ActiveX objects
® only whitelisted components are allowed

® but different errors are generated based
on whether the ProglD is located

® can determine installed plugins and
operating system version
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Fingerprinting

® Even more anonymity set reductions
through local proxies

® Vidalia Bundle - uses Privoxy as proxy
® Jor Browser Bundle - uses Polipo

® examine proxy behaviors and content
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Fingerprinting

® | ocal proxies may export specific content

® RSnake demonstrated detecting Privoxy
using builtin CSS (config.privoxy.org)

® http://ha.ckers.org/weird/privoxy-test.html

® circa 2006, but still works

® cven better, use http://p.p/favicon.ico or
http://p.p/error-favicon.ico
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Fingerprinting

® | ocal proxies may exhibit detectable
behavior

® Polipo filters a specific set of headers:

Y ¢¢ Y ¢¢

“from”,“accept-language”, “x-pad”, “link”

® can construct XMLHttpRequest requests
that contain these headers and test for

the filtering
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Fingerprinting
® Exploit application interactions and defects

® generate proxy errors using
XMLHttpRequest

® responses may include proxy version,
hostname, local time and timezone

® need to maintain same-origin to read
response
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Windows Privoxy error:

) 404 - No such Domain (Privoxy@localhost) - Mozilla Firefox

File

Edit VWiew History Bookmarks Tools Help

Y c A l ‘_1] http://[pseudo-flaw.net]f

This ig Privoxy 3.0.6 jon|localhost (127.0.0.1), port 8118,

enablec

No such domain

Your request for http:/l[pseudo-flaw.net]/ could not be fulfilled, because the domain name [pseudo-
flaw.net] could not be resolved.

This is often a temporary failure, so you might just try again.

More Privoxy:

e Privoxy main page

e iew & change the current configuration

e View the source code version numbers

e ‘View the request headers.

e | ook up which actions apply to a URL and why
e Toggle Privoxy on or off

Tor Enabled
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Windows Polipo error:

) Proxy error: 504 Connect to [pseudo:B0 failed: General SOCKS server failure. - Mozilla Firefox
File Edit View History Bookmarks Tools Help

@ - c A I [j http:/{[pseudo-flaw.net]f

2] Most Visited @ Learn more about Tor ﬁ TorCheck at Xenobite.... @ The Tor Blog

S04 Connect to [pseudo:80 failed: General SOCKS
server failure

The following error occurred while trying to access http://[pseudo-flaw.net]/”:

504 Connect to [pseudo:80 failed: General SOCKS server failure

Generated Sun, 26 Jul 2009 22:47:48 Central Daylight Time by Polipo on locaihost: 8118,

Tor Enabled
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Linux Polipo error with host name:

BT OXy error. 503 HoSt | psenud o ookup ail ed: S HoSTot fotnd =V ozl atEiretox s Ssss | FEH |
File Edit View History Bookmarks Tools Help
6 o ‘ ©|  http:j/[pseudo-flaw.net]y - | ‘v "»“Qi’
Security Compass Access Me @ ‘ X

504 Host [pseudo lookup failed: Host not
found

The following error occurred while trying to access http://[pseudo-flaw.net]/:

504 Host [pseudo lookup failed: Host not found

Generated Sun, 26 Jul 2009 23:23:45 CDT by Polipo dn dcl 7linuxl :8123.

Done FoxyProxy: Disabled @ @&  Tor Enabled
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Fingerprinting

® Use browser defects and edge cases
® generate POST request without length

® |Pv6 host name: http://[example.com]/

® malformed authority: http://x:@example.com/

® requests with bogus HTTP methods:** / HTTP/1.0”
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Fingerprinting

® Cause protocol errors from the server

® serve valid content, but drop CONNECT
requests

® return nonsensical or invalid HT TP
headers

® anything in RFC 2616 that is specified as
“MUST"” is probably fair game
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Attacking

® Historical attacks of note
® Practical Onion Hacking - FortConsult
® HD Moore’s Torment & decloak.net

® ControlPort exploitation
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Attacking

® ControlPort exploitation - Summer 2007

® abused cross-protocol request to Tor
ControlPort (localhost:905 1)

® Jor allowed multiple attempts to send
AUTHENTICATE directive

® attack via web page form POST with
encoding of ‘multipart/form-data’

® fixed by only allowing a single attempt
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Attacking

® What else was big in Summer 20077
® DNS rebinding:

® Java applets could use ‘document.domain’
bypass to open raw TCP sockets

® only protection was to set ControlPort
password
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Attacking

® Jorbutton protections against scripts

® restricts dangerous protocols (e.g.,
“resource://”,“chrome://”,"file:/I"’)

® masks some identifying properties

® some of these are implemented in
JavaScript hooks

® but what’s done in JavaScript can be
undone in JavaScript
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Attacking

® Defeating Torbutton protections

® use the “delete” operator or prototypes
to access original objects -- mostly fixed

® use XPCNativeWrapper to get reference
to protected, original methods

® use Components.lookupMethod to
retrieve internally wrapped native
method

Friday, July 31, 2009



Attacking

® Abusing active content and plugins

® active content and plugins are dangerous
® some people want to (or need to) use them

® can sometimes force load of plugin content
by directly including it:

® <iframe src="http://example.com/attack.swf”>
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Attacking

® Example of Firefox 2 exploit

® TJorbutton behaves differently if it is set to
Disabled when the browser is launched

® by using nested protocol handlers, the

content is loaded before Torbutton can block
it

® jar:view-source:http://example.com/x.jar!/
attack.html

® x.jar contains attack.html and attack.swf

® attack.html loads attack.swf via iframe
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Attacking

® Multiple browser attacks

® The Tor Project suggests using two
browsers; one for Tor, one for unsafe

® the unsafe browser probably doesn’t have
many of the restrictions or protections

® content from the unsafe browser can
potentially target local Tor resources

® for example, use Java same origin bypass
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Attacking
® External protocol handlers can launch
applications that aren’t proxy aware

® Windows telnet: and ldap: protocol
handlers

® these may be automatically invoked
unless the “Always ask’™ option is set

Launch Application Launch Application

This link ne=ds to be openad with an application, This link needs to be opened with an application,
Send to: Send to:

rundli32.exe url.dll,TelnetProtocolHand Address Book

Choose an Application 00 Choosa an Application Choose.., I

<

(] Remember my choice For telnet links. (] Remember my choice For Idap links.

OK [ Cancel OK
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Attacking

® DNS leakage from add-ons is a problem
® Perspectives
® [ocalRodeo
® Netcraft Toolbar
® NoScript

® ABE blocks requests for http://
0x/7f00001/, http://2130706433/ but
performs direct DNS lookup for
requesting page
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Attacking

® Add-ons may launch external programs
® Microsoft .NET Framework Assistant

® installed as system extension in .NET 3.5
SP1 to support ClickOnce deployment

® monitored for content that was returned
with Content-Type: application/x-ms-
application

® re-requests content from external program,
leaking the user’s original IP address
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) Add-ons

A ik 5

Get Add-ons  Extensions  Themes  Plugins

[& Java Quick Starter 1.0

Microsoft .NET Framework Assistant 1.0

Adds ClickOnce support and the ability to report installed .NET Framewaork versions to the
web server,

i i Uninska
cpton

Torbutton 1.2.1
Torbutton provides a button to easily enable or disable pointing Firefox to the Tor proxy

Installed globally,
can’t be uninstalled

>

Find Updates

d i 5 A

Get Add-ons  Extensions  Themes  Plugins

[% Java Quick Starter 1.0

Installed in user
profile, can be
uninstalled

Microsoft .NET Framework Assistant 1.1
Adds ClickOnce support and the ability to report installed .NET Framewaork versions to the

web server.,

Options Uninstall

Torbutton 1.2.1
Torbutton provides a button to easily enable or disable pointing Firefox to the Tor proxy

Find Updates
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For Portable Firefox, extension gets put under
the installation directory which could be a USB drive

C:\Documents and Settings\gregory\Desktop\Tor Browser\FirefoxPortable\Data\profi
leNextensions\{20a82645-c095-46ed-80e3-08825760534b}>
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Attacking

® Attacking saved content downloaded via Tor
® any unencrypted content is vulnerable

® any content downloaded over HT TP can
be modified to be malicious

® trojan content may wait to phone home

® cven “‘safe” content may not be so safe
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Attacking

® | ocally saved HTML content is not safe

® any HTML content can be forced to be
locally saved by specifying “Content-
disposition: attachment”

® may be saved with an HTML extension
and opened later from the web browser

® the “Open” option opens a local
temporary file

® in Firefox 2, local HTML can read any file
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Attachment content is saved locally when opening:

You have chosen to open

@ HTMLDocument.html

Help
which is a: HTML document p$ 1ls -latr =
from: http://192.168.102.148

root 4096 2009-07-25 11:02

What should Firefox do with this file? root 11 2009-07-30 23:06 :)ke-lock
S root 0 2009-07-30 23:06 tmp.RxeXzZ5832
@® Open with | Firefox Web Browser (default) v root 4096 2009-07-30 23:06

O save File gregory 4096 2009-07-30 23:10 gconfd-gregory
= gregory 4096 2009-07-30 23:10 keyring-widsivh
: : e | : gregory 4096 2009-07-30 23:10 seahorse-SnRMfe
[ Do this automatically for files like this from now on. oot 1096 2000-07-30 23:10 FEGEEENER
gregory 4096 2009-07-30 23:10 pulse-gregory
gregory 4096 2009-07-30 23:10 .esd-1000
’ OCanceI ’ QﬂOK gregory 4096 2009-07-30 23:10 virtual-gregory.aShb

L Jgregory 4096 2009-07-30 23:10 Tracker-gregory.6085
drwx------ 2 gregory gregor e DG ; '
“FW==-em- 1 gregory gregor
drwxrwxrwt 12 root root
gregory@dcl7linuxl:/tmp$

File Edit View History Bookmarks Tools Help =
& - ¢ w eCErmrmemenhi Yo -] (G )

Security Compass Access Me @ M td

(o) http://192.168.102.148/ @ | (6] Local Directory @ | >

PN @@@O@qul:~t>1jie@)i @@ iéstager2. htmlUT @ER KR KJUxR
©clicl PG ©9@€€%. VXSOERGOER@O@:E@LocalDirswiUT € Q
AVIIWTTUx S @elEslCWsSiix i @@xUdSKoO@WbiHWKIC ~ €COORENP#3&i©%H |~
Done FoxyProxy: Disabled @& @& LocalRodeo Tor Disabled

- 7
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Attacking

® Vidalia bundles with Vidalia version 0.0.16

® the ControlPort password was saved in
clear text (even for random values)

® |ocally saved HTML files could read this

® if J]ava was enabled, same origin bypass
could be used to authenticate to
ControlPort using the password
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Attacking

® Additional blended threats are possible

® if plugin content is allowed, a locally saved
file may be able to bypass browser
restrictions

® remote attacker sites can opt-in to allow
plugin content to connect back
(e.g., crossdomain.xml)

® |ocal HTML could use combined content
or jar: protocol to load additional active
content

Friday, July 31, 2009



Attacking

® J|ocal Flash content can read any local files
® Construct a combination SWF/HTML file:

® e.g,cat LocalRead.swf loader.html >
HtmIDocument.html

® Create a HTML parseable zip file:
® zip -0 temp.zip stager.html
® zip temp.zip LocalRead.swf loader.html
® myv temp.zip HtmlIDocument.html

® Then load embedded content using:
jar:file:///.../HtmlDocument.html!/loader.html
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Attacking

® New “Toggle” attacks against Torbutton

® attempt to transition state information
when user toggles Torbutton

® use JavaScript setlnterval as a timer

® remotely detecting Torbutton banned
ports

® use returnValue from showModalDialog
to transfer content between windows
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Demos

http://pseudo-flaw.net/content/defcon/dc- I 7-demos/
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Conclusions




Conclusions

® There is a large application attack surface

® there are many attackable components
between the user web browser, local
HT TP proxy, Tor client and remote web
server

® new attack techniques are researched
and refined all the time

® many common web application attacks
can be repurposed to attack Tor users
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Conclusions

® Consider using an isolated environment
® run web browser and Tor inside aVM
® only install the software you need
® create a restrictive egress firewall

® only exit traffic that goes over Tor
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Conclusions

® Remember safe web browsing habits

® consider using isolated identities, and
don’t mix and match user accounts

® don’t trust content that was downloaded
over unencrypted channels
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Conclusions

® References:

° https://www.torproject.org/

° https://git.torproject.org/checkout/tor/master/doc/spec/address-spec.txt
° https://www.torproject.org/torbutton/design/

° http://exitlist.torproject.org/

° http://www.ietf.org/rfc/rfc261 6.txt

° http://releases.mozilla.org/

° https://developer.mozilla.org/En/DOM/Window.showModalDialog

° https://developer.mozilla.org/En/Windows_Media_in_Netscape

° https://bugzilla.mozilla.org/show bug.cgi?lid=412945

° http://ha.ckers.org/blog/2006 1 220/detecting-privoxy-part-ii/

° http://www.fortconsult.net/images/pdf/Practical Onion_Hacking.pdf

° http://archives.seul.org/or/talk/Mar-2007/msg0013 | .html

° http://decloak.net/
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